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Agenda:

* Introduction
* Presentation by Christine Kieffer
* Presentation by Amy Nofziger

* Presentation by Tracie Wheeler
* Q&A Discussion
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Only the
presenters have
microphone
access. Enable
captions by
clicking on “Show
captions”.

Use the Q&A to ask Use the CHAT to
questions of the talk with your peers.
presenters or ALA
staff. (This includes
technical questions.)
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) FINRA T°1 FINRA Foundation

Self-regulatory Research, training
Organization fOI' and Outreach
rpember Tl Financial capability
firms :
for all Americans

Dual Mission Build Wealth

Investor Protection Protect Wealth

Market Integrity @g-y\gﬁggg
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Fraud is a Serious and Growing Problem

= U.S. Federal Trade Commission! ENy: e

o 2.6M fraud reports in U.S. om— N
Q. Joe O s %
s [s S |
o $12.5B reported lost; $5.7B to — -' kg @
1 2 4 5

Investment scams 3
Imposters Online Business Investments Internet
. . shopping andjo!). services
o Imposter scams costliest in 2024 and negative | opportunities

reviews

= Global Anti-Scam Alliance (GASA)?2
o Estimated $1.03T lost, globally

onpe G
o Almost % the world targeted / week $1-O3 Tl'l"lorl

o 70% of victims did not report Lost to Scams Globally

1. Consumer Sentinel Network. Data Book 2024. U.S. Federal Trade Commission (March 2025).
2. Global State of Scams Report 2024. Global Anti-Scam Alliance (www.gasa.org).
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Explore Consumer Age & Fraud Loss

Fraud Victims of Today k7 ettt

1,450
Younger people 58§ — $
reported losing 0 But when people
money to fraud Age 20-29 aged 70+ had aloss, $804
more often than @ the median loss $480
older people. Age 70-79 was much higher.

Age 20-29  70-79

Does the data capture the true extent of the problem?
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Libraries as Fraud Fighters

= Staff Training

= Resource Development

* Kducational Programming
= Awareness Campaigns

= Direct Patron Support
o Red flag identification
o Assist with reporting

o Share resources

= Community Partnerships
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Power of Knowledge

Investment
Scam
Awareness about
Government imposter scams Elicit emotional
Imposter Scam response
Knowing about the General experience Methods
specific scam with scams SEEITErS LIBE
Dangle
Tech Support Awareness about phantom riches
Scam romance scams
Grandparent
Scam
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It’s More Than Money

Financial Fraud Journey Map: Timeline of Emotional Processing

giveanhour
0-3 Months .
Post-Fraud 3-6 Months 6-9 Months 9-12 Months

Shame S3dnes Isolation Anxiety Fear

|50|at|0n 5 Lonellnessu Depressmn . Lack of Trust

4+ fear Stress U

)
ShockE Sadness Guilt AHXIEtY o — GU ”_Tci Rag E'TEI'I'OI'

Embarassment 3 5Ene5§5r: Amdicty 8 26 Depressfn::-n Siear— Anxiety
~ 7 Shock 5 ear ame
S FEARJZNC. 5 w8 EFear Sy plressl o < auaend SISO
5 Anxietys 3Exhaustion umAngerc 5 Exhaustion
Sadness E Exhaustion LOnElnes S dness Exhaustion ‘E Exhaustion oneliness
Guilt shore 2 Depressmn Depression Anxiety 2 Desperahon
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What Victims Might Need

= Help with reporting

o IC3.gov

o ReportFraud.FTC.gov
= Financial assistance

counseling

= Legal, tax counsel
= Mental health support

FINrazssis

It's Not Your Fault:

Empowerment After Financial Fraud

ou might als
nal imp

Sorme common emotions resulting
from financial fraud are:

Anxisty

Depression
Embarrassment

Loss of trustin others
Lozs of a senze of security

Practice Self-Care

Have o taolbox af things yausanda ina momert ta
ralieve negativa thoughts or amotiers, suchas desp
braathing a marém, or geing fora walk

Ergage in regular activities that you enpy, suchas
habhbies or sparding time with frierds and farrily

Have goad bourdarics. This mears krowirg yaur
lirwits inwhat youda ard say, as wall as lettirg
others know how youwant @ betreated.

Stay Connected

advarse effects of foud tourmn ke d epression aniety, and
suicidal tho g his can intereify due o solotion To countemct this,
stay engaged with your social netwerk Reguiary epard tima with
family ard friends. Even if you dorit talk about your experierce,
this connection & vital Also, corsider connecting with peers who
have urdergonesimilar experiences. This peer suppertcan
povide o sofespace foryou to share your story, easing the
process whanyouchoasa o discuss the experieree with fo ity
ard fiends.

Focus on WhatYou Can Control

Report the crime. Reach out for help from farmily, friends, other
victine of fraud, or a rrentnl health professonol Get aducated on
scarre and peye helogical tactics SCOMMIMEs W to prevent ra-
victirrizotion Take your focLe away fromwhat happered and
fooLs onyour power to heal

Learn More: www.giveanhour.org/financial-

PROGRAMMING

Librarian

ALAAmericanLibraryAssociation

Master Manipulators

Scammers are master manipulators.
They use persuasive techniques and
influence tactics based on
payehalogy in ordsr to defaud hair
torgst If you have besn victimi=d by
finoncial raud, you ore not dlone and
amaong milions of indvicuals of dl
oges, education levels, and nancid
stals who share his experience.

Overcoming
Shame & Blame

Mary victime of fraud repert feeling profourd
shame and self-blame. This is whenour
rrinds dirmct painand anger inward, resuiting
inthoughts of hopelkessness and sormetirmes
svenworthlassness. whenitcomes to
addressing the impactafany traurma,
inchuding financial fraud victimization,
overcomirg these smotiore i key to haaling.

Practice self-Compassion

@ive yoursalf grace. Try saying
encounging and cormpassonate things
to yoursslf irstead of focusing on
regative ssif-talk

Accept Your Emotions

Recognizing what youare feeling can
help you urderstond why youars feeling
this way. withthat undarstarding wil
COME O POWET GVer your emotiors that
will uitirately decrease the intersity of
the feelirgs.

Forgive Yourself

write yourself a forgivensss letter ard
give yourssif the permission and
undersnding to learm from the past
Usa your exparierca to grow, thenget rid
ofyour letteras a syrmbol of the end of
yoursalf-blame.
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Support for Victims & Survivors

* Romance Scam ™ " FREE
Recovery Group offered

by Fightcybercrime - SeSSiOﬂS fOr

survivors and loved

= Peer Support Program > ones / family

offered by Give an Hour " |Led by trained peer
support facilitators

= AARP’s Fraud Watch .

) Utilize a trauma
Network™ Helpline _/

informed approach

FINRA Securities Helpline for Seniors
is also a resource!
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BBBs in Your Community

S . ® ,
Q wysae B%B_ Better Business Bureau For Businesses ===

Find businesses, category Near North Potomac, MD

~ S Ca I I I Report a Scam Look Up a Scam Scam Prevention Guide Scam Survival Kit

BBB |racker

BBB Scam Tracker is a free tool anyone can use to report suspected scams.
Your reports warn others so they can avoid similar cons.

| was scammed.
Tell us about it. Submit a scam report to warn others and enable BBB to work with our partners to investigate.

Report a Scam

Is this a scam?
Search our database to see if a similar scam has been reported. In 2021 alone, we estimate BBB Scam Tracker helped
consumers avoid losing $31 million to scammers.

. /1R
BBB.org/ScamTracker
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FINRA Foundation & FINRA Resources

www.finrafoundation.org/fraudfighter

Empowering Fraud Fighters

|

Investor Education
FOUNDATION

Finra

rained thousands to di

the ferefrc

understand the pi the U.S, behavioral and nex

It's Not Your Fault:

Empowerment After Financial Fraud
Resources for Fraud Fighters ' encing fraud

facton Master Manipulators
‘Scammers are master manipulators.
They s parauasve techniques and
infuence tactics based on
psyehoiogy n arcr t defaud har
tergtfyou have been victmizod by
fnoncidl fauc, you crenot olane andl
onsafimcviials ofcl

e sducanon levels, and inoncid

Research on Understanding and Combating Financial Fraud S e e

ibute to fraud victimezation and s

- i Overcoming
ers Seme common emotions resulting

from finemcial fraud cre: Shame & Blame

« orisf * Anxiety Many vietine of froud repent feeling profound

* shame + Depression sharre ard sef-blarrs. Ths s whenour

* Fear * Embarrassment rrirds direct painand arger inward, resuiting

e 3 Lo ohustinothers nthoughs of o paissansss and sometimes
and famity membes plore our training opti oss of asense of security evenworthlassnsss. When it cornes to

il A e R addressing tra impact of any waura,

victims, and learn how to mitigate the socsal and emctional impac Practice Self-Care incluing firancial fraud vietimizntion

overcorTing these emotiors is key to healing.

Practice selt-Compassion

Giwe yoursel grace. Try saying
ercounaging and carmpossio nate things
o yoursai inetead of facising on
'i‘;,f'\ Have good beurdaries. This mears knowing your regatie self-talk

<M

limits inwhat yeude ard say, as well as leting
AcceptYour Emations

Have a o boxaf things youcando ina romenk o
5 relisva rsgativa thougt or srrotiors, suchas desy
Training for Law Enforcement Erenthirg. o rarte. o gowg fora ik "
FINRA Foundat rgae In g s oS that you enpy, i has
hobbies o sperding time wih ferds and farmil.

athers know how youwant o be treated,

Stay Connected S ——
o fraud trourma ardl
Free Publications Pl i mlpwuuwr.::‘.::.ﬂwmr:mazw
e | s1ay engag ed vith yoursacial nero i Reguiary spard tma wih o por e oot

farmily ard friends. even if you dorit wlkabou your experience, Somea pawer over your aotars that

this connection & vital Alsp, corexlar cornectig with paers who will utirrately decreass the intsrsity of
expedences. This peersuppo the feelings.

provide a safe space for you o share your story, easing the

process P Forgive Yourself

ard frsrds.

Write yoursslt @ forgivensss letter ard

give yourself the permissionand

understarding o isam fram the past

Focus on WhatYou Can Control
Raport the crima. Reachout for Relp from farvily, iends, other

vitiTE of fraud,or @ (e your exparience t grow, thenget id
scarme and peyehological 1octics scarmTers e 1o prEvet re- fyour the end of
i Take your foc s awa: your seff-blarre.

focts onyour power o heal
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Fighting Fraud 101

ORDER FREE

PUBLICATIONS
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Words Matter: Improving Outcomes for Scam Victims

with care.

—

_

Scammers are o clever. They tricked you.

Shewas duped into handing over her
money.

How could you fall for that? Didn't you
see the flags?

How much money did you give them?

You should have known it was too good
to betrue.

Fraud only happens to older people.

Get over it. There's nothing you can do.

Changing our words can change outcomes. Our socisty has made strides
‘to shift the narrative on rape, on suicide, and on mental illness, to name a
few examples. It's time to change how we talk about fraud victims.

Itis not the victim's fault. It not the victim’s fault for not knowing it was
a scam. It's not the victim’s fault for being deceived into complying witha
eriminal’s demands. Fraud victims deserve to maintain their dignity, and
they desarve justice. We can help on both fronts by choosing our words

Scammers are criminals who use our emotions
to get us to believe what's not true.

Acriminal stole herlife savings through a web
of lies.

This isn't your fault - you experienced a crime.

How much did the criminal steal?

Criminals use lies to convince us they are
legitimate and that their claims are true.

Fraud affects people of all ages.

Youare a crime victim; let’s reportit to law
enforcement and contact the AARP Fraud Watch
Network Helpline for next steps at 877-908-3360.

AARP Fraud Watch Network and FINRA Investor Education Foundation collaborated on a study of
victim-blaming practices in the context of financial fraud. Our work demonstrates the detrimental
impacts and defines strategies to transcend them. Learn more.

aarp.org/wordsmatter

finrafoundation.org/fraudfighter

FINra

Investor Education
FOUNDATION



http://www.finrafoundation.org/fraudfighter
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Fraud Watch
Network
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AARP Fraud Watch Network

About

The AARP Fraud Watch Network is a free resource for all. With AARP as your partner, you'll learn how to proactively spot scams, get guidance from our fraud specialists if
you've been targeted, and feel more secure knowing that we advocate at the federal, state, and local levels to protect consumers and enforce the law.

What We Help You Do

Stay Informed Find Support Have a Voice
Knowledge gives you power over scams. The AARP If you've been targeted by scams or fraud, you are not AARP fights for consumers by advocating for laws
Fraud Watch Network equips you with reliable, up-to- alone. Our trained fraud specialists provide support and regulations to stop scams and shut down fraud
date insights, alerts and fraud prevention resources to and guidance on what to do next and how to avoid attempts. We also provide a voice to consumer
help you spot and avoid scams and protect your loved scams in the future. The AARP Fraud Helpline, 877- concerns and help shape the public discussion on
ones. We even cover the latest scams in the news. 908-3360, is free and available to anyone. We also fraud.

offer online support sessions for further emotional

support.
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AARP FRAUD WATCH
NETWORK HELPLINE

1-877-908-3360

Call if you spot a scam, need help stopping a scam
or have been a victim of a scam.

Provide support if victimization occurs through
the volunteer-staffed helpline.

400 calls per day

Average call time: 22 minutes: Translation
services available.
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THE FLOW OF A HELPLINE CALL

YES

Call goes to
Fraud Specialist
(Volunteer)

RESOURCES
ADVICE
SUPPORT
EMPATHY

Have you lost

SHIP/SMP
Financial Institution
Credit Bureaus
AG/DA
REST

money or
personal
information
from you? Or has
someone gained
access to your
device?

FTC
Media
Fraud Alerts
Law Enforcement
Fraud Partners

NO

Scam gets —_
reporged,

infor.matlon
given
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Top Victim Reports to FWN Helpline in
2024

1. Identity Theft

2. Business Impostor**

3. Tech Support/Computer Virus

4. Fraudulent Sales

5. Online Dating/Romance

6. Impostor Government

7. Sweepstakes/Prize/Lottery**

8. Unauthorized Money Withdrawal

9. Phishing

10.Investment Fraud (95% all Crypto
Related)
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ISIT A SCAM?
Ask these questions

Did the contact Are they asking

) comeout of the $ Are they asking € for payment in
*  blue with for money? 4 non-
urgency? traditional
Are they trying form?

to get you

‘ﬁ‘ emotional with
either fear or
excitement?

p) Are they asking
. you to lie?
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AARP Fraud Watch Network
Helpline
877-908-3360

AARP Fraud Watch Network
Resources

www.aarp.org/fraudwatchnetwork
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SAVVY
LADIES Savvy Ladies is a free resource

for libraries and patrons.

Mission:
Savvy Ladies, a 501(c)(3), champions women to take control of their

finances and achieve financial security to advance women’s
empowerment.

What we offer:

Savvy Ladies Free Financial Helpline for Womz

[ FINANCIAL |

Workshops and Savvy Panels Discussions | KNOWLEDGE |
N\ IS POWER A

Financial Well-being Workbook
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SSAVVY LADIES cetHelp v ourimpact v  Financial Roadmap +  Annual Gala Benefit 2025 News & Events v GetInvolved

Welcome to the Free Financial Helpline for
Women \

Your Money Questions, Answered. Let's Get Started.

Find our helpline:
Savvy Ladies® Free Financial Helpline will Match You with a Financial Advisor. ° WWW Savvyladies OI'g

Get the Expert Advice You Deserve.
« F download
Savvy Ladies® offers free, unbiased advice from certified professionals to women 18+ of all Our answer covering divorce, family finances, I‘e e app O n O a

budgeting, debt, retirement, investing, and more. As BelLara, a Helpline client, shares, " Be Financially Courageous and Submit Your Question Today!” ° iO S

* Google Play

\ Store /

SAVVY LADIES

jo are 50 glad you are here! Let's get your financial question answered! To
begin, tell us if this Is your first time using the Helpline or if you are returning
uesti

with

SSAVVY LADIES

We provide a safe space for women to have a financial conversation with a
financial professional, free of charge and without judgement.

Connect with a Savvy
Ladies Financial
Professional to ask your
personal financial question.

Volunteer Meetings can be
done via phone, web-
conferencing or email.

Fill out a Helpline
Request Form at:
savvyladies.org/helpline
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Talking About Money Makes An Impact

Seeking help on
financial confidence

where financial abuse

rebuilding my credit and

after a long-term divorce

N

J

Women Want To Discuss And Have
Conversations

75% of the women who come to the Savvy Ladies
Free Financial Helpline share they now feel
comfortable discussing money.

69% want to learn about their financial choices

67% want to enhance their investing
knowledge

I need guidance
and assistance
with my portfolio.

I need help with an
expert to get accurate
figures of household
expenses, income, debt,
gas and other expenses.
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Free Download

o e % Our Workbook:
(i—i;?;—' ESAVVY LADIES vV
Get Savyy @ * Get to know your financial self

About Your Money

Position Yourself for
Empowerment and Abundance

\ Financial Well Being Workbook

Available in Spanish

Create a financial vision board
Learn about

 Money mindset

e (Credit score

T90 ¢

* Investing
* Understanding your spending
« Making your money work for you

My Financial Vision Board
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SAVVY |

Savvy Ladies Financial Presentations/Workshops
are curated to fit your patrons needs.

Financial Topics

* Budgeting  Family Finances

» Career and Income * Investing

» Caregiving * Marriage and Money
 Debt Management * Retirement

* Divorce and Money * Widowhood
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NY Public Library Webinars

Retirement

Planning for retirement can feel overwhelming, but it doesn’t have to be. In this
educational and engaging webinar, Seven Essential Strategies for Successful Investing for
Retirement, Eric Blake, CFP® will walk you through key principles to help you invest
with greater confidence and clarity. You'll learn how to manage risk, stay invested
through market ups and downs, minimize taxes, and understand how these strategies can
lead to a successful retirement. Whether you're approaching retirement or already there,
this session offers practical, easy-to-follow guidance designed to help you make smart
investment decisions and avoid common pitfalls.

Take Control of Your Debt

If you've been tossing extra money at your debt when you can or just making
minimum payments and hoping it works out, it’s time for a new approach. In this
workshop, Lissa Lumutenga, CFP®, AFC®, will show you how to stop guessing and
start planning. You'll learn how to create a personalized, strategic Debt Payoff Plan
that helps you make real progress — without the stress, shame, or confusion often tied
to carrying debt.

Take Control of Your Finances

This presentation empowers women with essential money management skills,
covering budgeting, saving, and investing to build financial confidence. Learn
practical steps to take control of your finances, set goals, and create a secure
financial future.
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Money Conversations (In-Person)

Going beyond webinars, we are
introducing a new program, Money
Conversation Circles, starting with
the New York Public Library this

month

Highlights:

*  Encourages Money Conversations

*  Designed for women and High
School (Junior/Senior) young

women, this program is open to
all who want to participate

*  Helps families to facilitate money
conversations at home

* The program is based on our

Savvy Ladies Money Conversation
Cards.

We would love to bring this program to your library for FREE!
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Contact Us:

For Patrons: For Libraries:

Connect with Tracie Wheeler
Director of Operations Technology
and Client Experience

tracie@savvyladies.org

@Savvyladies m Tracie Metzler-Wheeler

. Connect with Judy Herbst,
m Savvy Ladies ctwith Judy
Executive Director
judy@savvyladies.org
m Judy (Margolis) Herbst

www.savvyladies.org
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uestions?
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Please take this survey!
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